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What is GCI ...

GCl is a composite index combining 25 indicators into one
benchmark measure to monitor and compare the level of ITU

Member States cybersecurity commitment with regard to

the five pillars identified by the High-Leve Experts and endorsed
by the GCA.

“GCl is a capacity building tool, nothing
more than that”




Background

In 2007, ITU launched the Global Cybersecurity Agenda (GCA), as a framework for
international cooperation

According to the PP resolution 130 (Rev. Busan, 2014) in Korea

It is upon this agenda that the Global Cybersecurity Index (GCl) to measure
Member State commitment to cybersecurity was also founded.

Two editions have been published since the launch in 2014.




GCI Pillars:

Legal

Technical
Organizational
Capacity Building
Cooperation

Goals

Support countries to identify areas for improvement
Motivate action to improve relative GCI rankings
Raise the level of cybersecurity worldwide

Help to identify and promote best practices

Foster a global culture of cybersecurity




GCI Pillars

__teoal

« Cybercriminal Legislation

« Substantive law

« Procedural cybercriminal law
« Cybersecurity Regulation

TECHNICAL

National CIRT
Government CIRT

Sectoral CIRT

Standards for organisations
Standardisation body

ORGANIZATIONAL

« Strategy
« Responsible agency
+ Cybersecurity metrics

CAPACITY BUILDING

Public awareness

Professional training

National education programmes
R&D programmes

Incentive mechanisms
Home-grown industry

COOPERATION

Intra-state cooperation
Multilateral agreements
International fora
Public-Private partnerships
Inter-agency partnerships
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Overall Approach

MEMBER STATE SECONDARY
e s RESPONSES DATA

N~

Questionnaire INDEX

Conceptual
Framework

OPEN CONSULTATIONS — MULTISTAKEHOLDER PLATFORM

AUTOMATED DATA COLLECTION, STORAGE & ANALYSIS PLATFORM

'~ iSECONDARY DATA, RESPONSE ACTIVATION, STATISTICAL ANALYSIS,

QUALITATIVE APPRECIATION & MORE ....

Existing Indices Good Regional
Compendium Practices Reports
193 Country Thematic Leg:t,'Or]ganizati'onal =
- Technical, Capacity Building,
Profiles Reports Cooperstive




Score calculation

Panel of Expert: an average for each question weightage

provided by GCI Partners
1. Is there any Cyber related legislation?
. 20.94
2. Do you have any technical
measures? .
19.12 2. Do you have any technical measures?
2.1. Is there a CIRT, CSIRT or CERT with national 19.12
responsibility? 4.65
2.1.1. Does it have a government mandate? 3. Do you have any organizational measures?
1.33
19.67
2.1.2.Does the CIRT, CSIRT or CERT conduct
recurring cybersecurity exercise? 123 4. Doyou have any capacity building
2.1.3.1s the CIRT, CSIRT or CERT affiliated with activities? -
FIRST? 1.04 :
2.1.4.1s the CIRT, CSIRT or CERT affiliated with 5. Do you have any cooperative measures?
any other CERT communities? (regional CERT) 21.34
1.06
2.2. Isthere a Government CERT? 3.03

Total of all weightages = 100

2.3. Are there any sectoral CERTs? 2.71




Online Survey

Global
Cybersecurity
Index

The GCI measures the commitment of countries to cybersecurity in the five pillars of the Global Cybersecurity Agenda: Legal
Measures, Technical Measures, Organizational Measures, Capacity Building, and Cooperation

This questionnaire has merged questions elaborated for establishing the GCI 2015/16 Score together with those required by
ITU-D Study Group 2 Question 3. The questionnaire is composed of three separate sections, where questions in the first two

sections have yes/no responses whilst the questions in the last section are open ended. The questionnaire should be completed
online. Each respondent will be provided (via an official email from ITU} a unique url for his/her safekeeping. The online
questionnaire enables the respondents to upload relevant documents (and urls) for each question as supporting information. =
[email] Email rachael bishop@cukure.gov.uk
Information being provided by r to this i ire is not to be of idential nature. te] Submission date 03-05-2016 18:28:23
Completed ¥
0

[id]
1age] Start language <n
o — Y [token] Token s2mci77cs6sazod
0% 1o0% etdate] Date started 03-08-2016 13:35:40

| mp]Date lastaction 03-05-2016 18:28:23

Technical Measures
SECTION 1

- |
q u e st I o n s Technology is the first line of defense against cyberthreats and malicious online agents. Without adequate technical measures and the

capabilities to detect and respond to cyberattacks, nation states and their respective entities remain vulnerable to cyberthreats. The emergence
and success of ICTs can only truly prosper in a climate of trust and security. Nation states therefore need to be capable of developing strategies
for the establishment of accepted minimum security criteria and accreditation schemes for software applications and systems. These efforts

| A
need to be accompanied by the creation of a national entity focused on dealing with cyber incidents at a national level, at the very least with a | '/ X
responsible government agency and with an accompanying national framework for watch, warning and incident response. | s
o
| e
* Q.2. Do you have any technical measures? Fike count 0 | £,
o
5 legi |
Fraud Act would 2pply to =0
O Yes O No - i W

N\

Previous || Next « |

Resume later | | Exit and dlear survey

cuestion Q.LLL

1 Respondent Survey
2 Leqal Measures
3 Technical Measures

question QLLL

Please upload document if available. (F:
Fil

| ' nauthorized interference / modification of computers, systems and data? Yes Y]
[Q1112L] Please provide links to document i

[Q1112F(name)] File 1 - Please upload document if ava
[Q1112F(size)] File 1 - Pleasa upload document if

question Q-L1L

The survey was open for submission

[Q1113F(name)] File 1 - Please upload document if avalable. (File name)
[Q1113F(size)] File 1 - Please upload document i available. (e size)

from the end of 2015 to mid of 2016 R E——




Data analysis

e Data collected for 194 Member States

e Data approvals and validation

e Quantitative analysis for ranking - scoring

e Audit of analysis —JRC EC

e (Qualitative review of practices extraction

e Publication of report: http://www.itu.int/en/ITU-
D/Cybersecurity/Pages/GCIl-2017.aspx



http://www.itu.int/en/ITU-D/Cybersecurity/Pages/GCI-2017.aspx
http://www.itu.int/en/ITU-D/Cybersecurity/Pages/GCI-2017.aspx
http://www.itu.int/en/ITU-D/Cybersecurity/Pages/GCI-2017.aspx
http://www.itu.int/en/ITU-D/Cybersecurity/Pages/GCI-2017.aspx
http://www.itu.int/en/ITU-D/Cybersecurity/Pages/GCI-2017.aspx
http://www.itu.int/en/ITU-D/Cybersecurity/Pages/GCI-2017.aspx

GCl results 2014 vs 2017

Country Index Global Country Global
Rank ranking

Singapore 0.92 1
Canada 0.794 2 United States 0.91 2
Malaysia 0.89 3
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Top five for each region
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Presentation of data

Reports (including regional reports)
and Cyberwellpess Profiles |~

Factual information on

cybersecurity achievements on
each country based on the GCA

_pillars Over 194 profiles to date

13




Presentation of data
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Presentation of data

- Commitment levels .High D Medium . Low GCI Heat map
15




Media Uptake on GCI

GCI Media
GCI 2017 GCI 2014
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Thank to all GCI Partners
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— Research institute

Korea Internet & Security Agency

INTERNATIONAL
CYBER POLICY
CENTRE P

National Telecom
Regulatory Authority

- European
Commission

Joint Research Centre

2 United Natiors Office on Drugs and Crime




Unique Value

What makes the GCl unique is the balanced combination of:

 The broad geographic range covering all Member States
of ITU

 The study of cybersecurity in five broad areas (pillars of
Global Cybersecurity Agenda)

 The scoring and ranking mechanisms

 The cyberwellness country profiles




Index of Indices

Metrics Content Presentation
Format
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Index

e Index of Indices from different
organizations and companies using
different indicators is also complied.




Next GCl iteration

Preparation:

e Comparative analysis of existing
indices

e Reference Model (incl.
Conceptual Framework)

e Questionnaire content & guide

 Online survey platform

e Partnership Formulation

e Country GCI Focal point
identification

* Panel of Expert Question
Weightage calculation

e Survey Response Follow ups

e GCl Partners Portal

Implementation:

Data Validation

GCl Score calculation

Practices identification
Secondary data collection & QA
Country change requests
Assessment of Statistical robustness
of Score calculated

Data Visualization

Further Data Analysis (trends..) &
Launch Preparation

Update of Cyberwellness Profiles
Report(s) writing




JOIN US

* Asa partner
— Add to this body of knowledge under construction

— Your expertise on thematics to help enhance the GCl process and
deliverables

— Connect better with ITU and Member States

* Asarespondent to questionnaire

— Reflect your Country’s achievements and plans for enhancing
Cybersecurity

— Share best practices
— Position your country on the cybersecurity commitment scale




More information

GCl Website
http://www.itu.int/en/ITU-
D/Cybersecurity/Pages/GCl.aspx

cybersecurity@itu.int



mailto:cybersecurity@itu.int

THANK YOU!

Grace Acayo
Grace.acayo@itu.int
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